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1
Decision/action requested

SA3 is requested to consider the proposal in this discussion paper and approve the associated pCR for TR 33.855
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Rationale

In the existing 5G SBA OAuth 2.0 based service access authorizaiton framework, the lowest granularity of access control is at the service level. The “scope” claim in the access token conveys the allowed services that the NF service consumer is allowed to access.
Each service manages a set of resources, each with a defined set of operations, but access and update to a NF service is only regulated at the service level. There is no way to check whether the NF consumer is authorized to access specific datasets/resources accessible via the service.

This contribution presents a proposal to include resource level authorization using OAuth 2.0 access tokens.
4
Detailed proposal

4.1
Background
In 5G SBA, service access authorization based on OAuth is only at service level (scope field in the access token) and not at the data/dataset level accessible via the service. Each service manages a set of resources, each with a defined set of operations, but access and update to a NF service is only regulated at the service level. There is no way to check whether the NF consumer is authorized to access specific datasets/resources accessible via the service.

This problem creates a fundamental issue specifically with the UDR NF. 
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Figure 1: UDR Data storage architecture (Figure 4.2.5-2 from TS 23.501)
UDR provides one Nudr_DataRepository service to all the NF consumers. Any NF can use the Nudr interface to access resources managed by UDR including UE’s Subscription Data. There is no specific access permission to UDR operations with Nudr_DataRepository service. 

The following Data Set Identifiers are currently defined: Subscription Data, Policy Data, Application data and Data for Exposure. 

a) UE’s subscription information (Subscription Data) is a very sensitive information and must only be accessible to UDM Network Functions (NF). Other NFs, such as NEF or PCF must not be able to obtain access to the Nudr_DataRepository service and then have free access to all types of data including UE’s subscription data. Thus, it should be possible to restrict UDM to only access Subscription Data.
b) As another example it should be possible to restrict PCF to only access data related with Data Set Identifier = Policy Data.
In general, different types of data within a NF may have different data access authorizations. The NF must be able to have the authorization management mechanism to guarantee the safety of data access.
4.2
Solution description
The basic idea is to enhance OAuth 2.0 procedures to convey additional information in the JSON Web Token, that enables the NF producer or SeCoP (in Indirect communications) to verify whether the requesting NF (aka NF consumer) is authorized to access resources/datasets managed by the NF producer.
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Figure 4.2-1 Access token request for accessing resources within the NF

1.
The NF service consumer requests an access token from the NRF. The request includes the NF Instance Id(s) of the NF service consumer, expected NF service name(s), expected NF resource(s), NF type of the expected NF producer instance and NF consumer. 

NOTE: Expected resource name is also included when the access token request is for a particular NF producer instance. 

2.
The NRF authorizes the NF service consumer. It shall then generate an access token with appropriate claims included. 
3.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), expected service name(s) (scope), allowed resources (allowedResources) and expiration time (expiration).
NOTE: The claim “allowedResources” contains the resource URI(s) of the data set(s)/resource(s) the consumer is allowed to access. If this claim is absent, it means that the NF service consumer is free to access all the resources within the NF.

4. The NRF sends the access token with the allowed resources to the NF service consumer.

On the receiving end, the NF producer/SCP checks if the “allowedResources” claim is present, and accordingly grants access to only those resources present in this claim.

5
Conclusion

It is requested that SA3 agree on the proposal and approve the corresponding pCRs (S3-192249) to the TR
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